VISTA

IP kamepa
bbicTpas yCTaHOBKaA

Moxcanyiicma, 8HUMAMesbHO NPoYMuMe 3Mo PyKoBoACMEO U XpaHUMe e2o0
00/MHHBIM 06PA30M NEPEO UCTOMb308AHUEM HAWUX CEMEBLIX KAMED.
Conymemeytowjue uHcmpymeHmeo! u dokymeHmo! npodykmos, lMoxcanyiicma,
3azpy3ume c caiima http://www.vistatd.pro



Cnacubo 3a UCNo/b30BaHWE HaWWX NPO/AYKTOB, NOMXANYIACTA, BHUMATENbHO
NpOYMTaiTe 3TO PYKOBOACTBO, NPEKAE YEM NOAK/IOHATL BUAEOKAMEDY.

JlaHHOe pyKoBOACTBO Np o K IP Buaeo P

[laHHOE PYKOBOACTBO MOKET COAEp)KaTb MHOPMALMIO, KOTOpas ABNAETCA
TEXHUYECKN HETOYHOM, HECOrNIAacCoOBaHHOM B GYHKLMOHMPOBAHMM 1
3KCNNyaTaLnn U3LeNNA UM COAEPHKUT TUnorpadekyto olwmnbKy. Hawa
KOMMaHUA 06HOBMUT KOHTEKCT B PYKOBOACTBE B COOTBETCTBUM C YNyULIEHNEM
XapaKTepUCTUK NpoayKTa. OBGHOBNEHHOE cofepikaHue ByaeT A06aBneHo B
HOBYIO BEPCYUIO JaHHOTO PYKOBO/CTBA 6€3 A0NONHUTENbHOTO YBEAOMNEHUA.

MpaBuna TexHUKn 6e3onacHocTH

MokanyicTa, usberaiite ycTaHOBKM U3AE/IUA B YCIOBUAX BUBpaLMU unmn
YAQAPOB 1 AEPXKUTE €ro NoAasbLUE OT 3NEKTPOMArHUTHBIX NOMEX
(MrHOpMpOBaHMWe 3TOTO MOXET NPUBECTU K MOBPEXAEHUIO U3AENNA).
Yto6bl M36exaTb HaKOMNEHUA Tena, NOKANYICTA, AEPXKUTE XOPOLUYIO
BEHTUNALMIO BOKPYT YCTPOIACTBA U HE BNOKUPYIiTe BEHTUNALMOHHOE
oTBEpCTUe YCTPOICTBA.

He ycTaHaB/MBaiiTe BHYTPEHHWE U3AE/UA B YCIOBUAX, KOTOPblE MOTYT
No/ABEpPraTbCA BO3AEWUCTBUIO BOAbI AW APYIUX KUAKOCTEM.

He ncnonbayiiTe nsgenmne B o4eHb XapKux, XONOAHbIX, MbINAbHBIX UK
BN1AMKHDBIX YCNOBUAX.

3710 060pYAOBaHNE JOMKHO XPAHUTLCA B CYXOWi U HEarpeccuBHOI rasoBoit
cpepe 1 u3beratb NPAMbIX CONHEYHbIX Ny4eit.



Moskanyiicra, He HanpasaANTe 0OB6bEKTUB Ha CU/IbHDIN CBET (Hanpumep,
OCBELLEHME, COMHEUHDIN CBET UM NA3ePHbIN Y4 U T. 4.), B NPOTUBHOM
CAy4ae OH NOBPeAUT AaTUMK.

MolHOCTb AoKHA BbITb CepTUdULMpPOBaHa No 6e3onacHocTH, ee
BbIXOZHOE HanpAMXeHWe, TOK, NONIAPHOCTb HaNpAXeHna U paboyas
Temneparypa A0/KHbI COOTBETCTBOBATb TPEGOBAHMAM K MUTAHMIO fAHHOTO
obopynoBaHus.

Mpu MCNONB30BaHMM AAHHOTO 060PYAOBAHMUA B YCAOBUAX FPOMA U MOTHUM,
nosanyiicta, obpaTuTe BHUMaHWE Ha yCTaHOBKY YCTpOiCTBa
MOIHWE3ALMTbI UAM OTKNKOYEHWE NUTAHUA.

YT06bI NONY4UTH BbICOKOKAYECTBEHHOE BUAEO U poTorpadum, ybeautecs,
4TO Ballle MHTEPHET-COeANHEHUE CTaBUIbHO U NNABHO.

Korga ycTpoicTBO MOAKNOYEHO K WHTEPHETY, OHO MOMET CTO/KHYTbCA C
npo6nemamn ceteoit 6esonacHocTu. [loxanyicta, ycuauTe 3aluTy
NM4HO nHdopmaumn " 6esonacHocTb AaHHbIX.
MosKanyiicta, noiimuTe, YTO Bbl HEceTe OTBETCTBEHHOCTb 3a NPaBU/IbHYIO
HacTpoiiKy BCeX Mnaponeit W ApyrUx CBA3AHHbIX C HUMM MapameTpos
6e30MacHOCTM NPOAYKTa, a TaKKe 3a NPaBU/IbHOE XPaHEHUe BaLIEro UMeHN
noNb30BaTenA U Napona.



1. Cetesble HacTpolikK

IP-agpec no ymonyaHuio ana Bcex Kamep-192.168.1.168. IPv4-aapec
KOMNblOTEPa A0NXKEH HAXOAUTLCA B TOM XKe CermeHTe CeTu, 4Tto 1 IP-a,qpec
IP-kamepbl. YTo6bI Kamepa Moria GecnpenATCTBEHHO NOJy4aThb A4OCTYN K
cetu, cnnanpyFﬁe AOCTYNHbIE CErMeHTbl IP-ceTv Ha ocHoBe q)ak'ruuecxoﬁ
ceTeBoW cpeabl.

MoarotoBbTe KOHOUIYpPALMIO CETU:

(1) pobaBbTe B KOMNbIOTEP TOT e IP-agpec cermeHTa CeTy, YTo U
192.168.1.168 (3aBoACKOM IP-agpec Kamepbl N0 YMOYAHWIO), Hanpumep
192.168.1.165.

Warv no gobasnexuio IP-agpeca B cuctemy Windows:

War 1: Haxmwute kHomky [ ]Myck - [MaHenb ynpasnenusa] - [LleHTp
ynpaBAeHWA ceTamMK 1 obLwmm focTynom] - [nokanbHas ceTb] - [cBoicTBa]
-> [MHTepHET-I‘IpOT@ sepcun 4 (TCP/IPv4)] - [pononHuTenbHo], utobbl
BOMTU B PucierPEHHbIN uHTepdeic HaCTPOWKM TCP/IP.
War 2: Haxmute KHOMKy [[lo6asuTb] B no3uumm IP - agpec (R), BBeauTte IP-
aapec Kak 192.168.1.165 u macky noacetn 255.255.255.0, a 3aTem HaxmuTte
KHOMKY [Ao6aBuTs] -> [OK] -> [OK] > [OK].
(2) nopkntounte Kamepy u MK no cetesomy Kabento B 0AHOI NOKaNbHON
ceTH, BKAOuMTE nuTaHue. [OAKNIOYEHME OCYLLECTBAAETCA CeAyIOWUM
obpasom (PoE-kommyTaTtop, Kamepa, GoTo nogkatodeHus MNK).
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Huske npuBeseHbl Wark HacTpoiikK ceTu:

LWar 1. OTkpoiTte ik Search Tool ( ckauaiite Ha www.vistatd.pro)

LWar 2: NposepbTe 192.168.1.168.

Lar 3: UameHuUTe COOTBETCTBYOLME CeTEBbIE MAapameTpbl, TaKue Kak IP-
aApec B NpaBoit Yactv uHtepdeiica

LWar 4: Beegute vma nosib3osatens (No ymonyanuio admin) u naposb (no
ymonyanuto admin) ycTpoitctea.

War 5: Haxxmute KHonky [M3meHuTs] - [MoaTBepanTs).

Lar 6: HaskmuTe KHonKy [O6HOBWTB], UTOBbI HaWTK M3MeHeHHbIW IP-appec,
4To  O03HayaeT, 4TO KOHGUrypauus CeTM  BbIMO/HEHa  YCMelwHo.
MpumeyaHue: Npu HaCTPOIKe NapameTpos ceTn ybeauTecs, 4to IPC-agpec n

IPv4—a,qpec KOMMNbOTEPa Haxo4AaATCA B O4HOM CermeHTe CeTu.



2. UsmeHeHa npos

LWarl: B HacTpoiikax 6e3onacHocTu IE paspewmnTte UCNOHEHWE BCEX

cLeHapueB ¢ ucnonb3osaHuem ActiveX.
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Lar 2. OTkpoiiTte 6paysep IE, BBeanTe IP-agpec IP-kamepsbl (ecau IP-agpec

He 6bln U3MeHeH, nomanyHCTa, BBeauTe agpec nNo ymon4yaHuto

http://192.168.1.168), n HaxmuTe [Enter].
LLar 3. CKayaiTe 1 yCTaHOBUTE NPEANOKEHHbI NAarvH.

LWar 4: Beegute uma nonb3osatensa (no ymonyanuio admin) u napons (no

ymon4aHuto admin) ycTporcTBa 1 HaxmuTe KHOMKy [Login].



LWar 3: HaxmuTe KHOMKY[U3MeHHTb), BBEAMUTE Napo/b, MOATBEPAUTE NAPONbL
M 3ajjaliTe CEKPeTHbI BOMPOC, HAXMWUTE KHOMKY [JKkcnopT katoua] —>

[coxpaHuTb)].

User Management

Users to edit
User Name admin
User Type Admin

Old password
Modity Password
Password

Confirm Password

/Do you want to set a new security question

Security issuet

Answerl

Security issue2

Answer2

Security issue3

Answier3

key export

If you forget the security problem and don't have the key file. you need to return the equipment to the factory.



3. MpepsapuTeNbHbI NPOCMOTP U HaCTPOIKa
napameTpoB B peXXuUMme pPeanbHoro BpemeHu

LWar 1: Haxmute KHonky [Moxanyicra, 3arpysuTe naarvH 6paysepa 3gech,
Moskanyiicta, 3akpoiTe 6paysep, Koraa 3arpy3ka b6yaer 3asepuieHal,
3arpysuTe nnarvH, 3akpoiTe 6paysep W cneayiTe MHCTPYKUMAM MO

YCTaHOBKe n/siarmHa.

R



LWar 2: OTKpoitTe bpay3ep u cHosa BoWauTe B BeG-UHTepdeiic IPC, uTobbl
NPOCMOTPETb BU/EO B PEXMME PeaNbHOTO BpeMeHU.

Mpumeyanue: Ecnv bpaysep, KOTOpbIV Bbl UCNONb3yeTe, He ABnAeTcA |E, Bbl
MOKeTe HanpAMYIo BOWTH B MHTepdeiic NpeaBapuUTeNbHOTO NPOCMOTPa

Bnaeo 6e3 YCTaHOBKW niarnHa.

OGS

War 3: Haxmwute kHonky [Configure] moxHO BOWTM B WHTepdeiic
KOHOUIYpaLMN YCTPOMCTBA, €CTb JIOKa/lbHaA KOHOUrypaumus, cuctema,
NoKanbHas  ceTb,  BUAEO, u30bpaxeHue, cobbiTe U Apyrue
$yHKUMOHaNbHbIE KOHOUrypauuu. Monb3oBaTeNn MOryT YCTaHOBUTb 3TU
bYHKLMM B COOTBETCTBUM C GAKTUUECKOM CUTYaLMell CLIEHapUA NPUNOKEHUA

ANA JOCTUXKEHNA HaU/Y4Lero SdpGeKTa MOHUTOPUHTA.



4. [obasnenue IP kamepbl B peructpatop (NVR)

MNepes pobasneHuem yctpoicts ybegutecb, yto IP-agpeca NVR u IPC
Haxo4ATCcA B OAHOM CermeHTe CeTUn U He KOH¢I1VIKTyIOT. Haxmute KHOMKY
[kaHan] - [Kamepa] -> [nouck] B rnasHom MeHio NVR, nposepbTe
pobasnaemble  yCTpoWcTBa " HaXmuTe KHOMKY [Ao6aBuTb).
Mpumeuanue: B rnasHom meHio NVR Bbl TakKe MOXeTe BbINONHATL Takue
onepauuu, Kak HacTpOiKM BUAEO, BOCNpou3BeJeHUe BUAEO, OBHapyKeHue

ABUXKeHUA n HaCTpOﬁKM napameTpos KOAUPOBAHUA.



5. MporpammHoe o6ecneuexne iVMS320

LWar 1: OTkpoiiTe cBol Bpay3ep v nocetute caut http://www.vistatd.pro

LWar 2: B pasgene "codpt" HaitguTe -> [I(VMS320 (Windows)] uaum [iVMS320
(Mac)], 4To6bl 3arpy3nTb NOCNEAHIOK BEPCUIO CUCTEMbI YIPABAEHWUSA BUAEO
[iVMS320].

LLar 3: cnefyiTe MHCTPYKLMAM MO YCTaHOBKe U A06aBAEHMIO YCTPOICTB Ans
NpOCMOTPa 1 yNpaBAeHNsA yCTPOINCTBaMM.

6. Munoxenuna ana cmapTpoHOB

OTCKaHMpy#iTe QR-KOA HUKE, 4TOBbI 3arpy3uTb 1 YCTAHOBUTbL NPUOKEHUE

Bit VisionApp, nau 3arpysute ero u3 marasuHa npuAOXKeHUA.

Mocne perncTpauymm 1 BXoAa B CUCTEMY Bbl MOKETe 06aBUTb YCTPOWCTBO, @
TaKe y/janeHHo NpocMaTpu1BaTh 1 yNpaBAATb YCTPOMCTBOM Ha MOBUAbHOM
TenedpoHe.

TakK e Bbl moeTe ckayaTb npunokeHue IVMS320 ana cmapTtdoHOB Ha

PlayMapkeT unu AppStore.



Cnefytowpme UCKIIYEHUA MW OFPaHUYEHNUA OTBETCTBEHHOCTH,
noxanyicra, obpatute ocoboe BHUMaHUE Ha:

- B pesynbTaTe credyloWwMx MNPUYMH, €CAWM NPOAYKT MpepbiBaeT Wau
npeKkpawaer o6eaykuBaHue no 6ot U3 cneayloWwmnx NPUYNH, KOMNAHUA He
HeceT OTBETCTBEHHOCTM 3a Te/leCHble NOBPEMAEHWUA WM MaTepuanbHblii
yuwep6 Bam MM TpeTbeid CTOpOHe. HEeBO3MOKHOCTb YCTAHOBKM  WAM
MCMNO/Ib30BaHMUA AO/KHbIM 06pasom B COOTBETCTBUM € TpeboBaHWAMM; paan
HaUMOHANbHLIX ~ WAM  OBWIECTBEHHbIX  WHTEPecoB;  $OPC-MaxKopHble
06CTOATENbCTBA; BalM COBCTBEHHbIE UM CTOPOHHWE MPUYMHDI (BKAKOYARA, HO
He OrpaHu4ymnBanchb nmu, ncnonb3oBaHue CTOPOHHUX NPoAYyKTOB,
NPOrpPamMmmMHOro obecneyeHna UM KOMMNOHEHTOB U T.4.

- Komnanua He Bblpaxkana U He nogpasymesana, 4To [J'aHHbII‘;I NpoAayKT
NPUMEHUM  NA  CMEUManbHbIX Leneid. 3TOT NPOAYKT He MOXKeT 6biTh
MCNONb30BaH B MeANLMHCKOM 060pyAoBaHNK / 06opyaoBaHUK GesonacHoCTH
Wnn apyrux nNpumMeHeHuax, rae npoucxoauvt nosoOMKa MNpoAyKTa, KoTopas
MOMET NPUBECTU K OMACHBIM AN1A KU3HWU UM TPaBMaM, a TaKXKe ONacHbIM Uu
HEeryMaHWUTapHbIM OMAacHOCTAM, TaKUM KaK OpY)XMUe MaCCOBOTO YHUUTOXEHMA,
61onorMYecKoe M XMMMWYECKOe OpYKUe, AAepHble B3pbiBbl WM /to6oe
Hebe3onacHoe MWCNoNb30BaHWE AAEPHOM 3Hepruu. Jliobble Y6bITKU WM
OTBETCTBEHHOCTb, ~ BO3HWKalOWMe B  pesynbTaTe  BblleyKasaHHOro
MCNOMb30BaHMA, OyAyT OCYLIECTBAATBCA Ha Baw COBCTBEHHBIA  PUCK.

- 3TOT NpPOAYKT, MPW NPaBUAbHOM YCTaHOBKE M WCMO/Nb30BaHWUK, MOXeT
06HapYK1Tb HECaHKLMOHMPOBAHHOE BTOPKEHME BO BPEMA OMnpefeneHHOro
YOO0BONBLCTBUA, HO HE MOXKeT Maﬁe»(aTb HecC4yacCTHbIX C/yyaes, Tpasm WUau
noBpeXAEHUA UMyLLeCTBa. B cBOelt NOBCEAHEBHOM M3HM Bbl OMKHbI BbITh
6AUTENbHBI M YKPENAATbL CBOe 0CO3HaHMe Ge30nacHoCTy.

- KomnaHua He HeceT OTBETCTBEHHOCTW 3a /i0Bble KOCBEHHbIE, CyyaitHble,
cneunanbHble WTpadHble YBbITKM, NPETeH3UW, NOTepl WMMYLLeCTBa WK
noTepio Kaknx-NMbo AaHHbIX MM AOKYMEHTOB. B MaKcMManbHOW cTeneHw,
pa3spelleHHON 3aKOHOM, OTBETCTBEHHOCTb 33 KOMMEHCALMIO KOMNaHUU He
AO/KHA NPEBbILWATh CYMMY, KOTOPYIO Bbl 3aN/1aTUMN 33 3TOT NPOAYKT.





